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0HILLIP฀BEGAN฀HIS฀ON
LINE฀CAREER฀WHEN฀HE฀WAS฀SIXTEEN�฀TRADING฀GOODS฀LEGITIMATELY฀ON
LINE�฀"UT฀WHEN฀

HE฀LEFT฀HIGH฀SCHOOL฀AND฀COULDN�T฀lND฀A฀JOB�฀HE฀DECIDED฀TO฀MAKE฀MONEY฀BY฀SELLING฀NON
EXISTENT฀

GOODS�฀)N฀JUST฀OVER฀A฀YEAR�฀HE฀DECEIVED฀MORE฀THAN฀ONE฀HUNDRED฀ON
LINE฀SHOPPERS฀AND฀NETTED฀OVER฀฀

a�������฀�ABOUT฀��������	�

.EIGHBORS฀IN฀THE฀TINY฀TOWN฀OF฀0ONTYPOOL฀NOTICED฀THAT฀0HILLIP฀WAS฀LIVING฀VERY฀WELL฀FOR฀AN฀OUT
OF
WORK฀

TEENAGER�฀(IS฀BEDROOM฀WAS฀lLLED฀WITH฀EXPENSIVE฀CLOTHES฀AND฀ELECTRONIC฀GEAR�฀/NE฀WEEKEND฀HE฀mEW฀

A฀GROUP฀OF฀HIS฀FRIENDS฀TO฀.EW฀9ORK฀WHERE฀THEY฀STAYED฀IN฀EXPENSIVE฀HOTELS�฀RODE฀IN฀STRETCH฀LIMOS฀AND฀

TOOK฀HELICOPTER฀RIDES฀OVER฀THE฀CITY�

0HILLIP฀MADE฀NO฀ATTEMPT฀TO฀HIDE฀HIS฀ILLEGAL฀ACTIVITIES�฀(IS฀BANK฀ACCOUNT฀WAS฀IN฀HIS฀OWN฀NAME฀AND฀HE฀

USED฀HIS฀OWN฀IDENTITY฀WHEN฀CORRESPONDING฀WITH฀BUYERS�฀7HEN฀CUSTOMERS฀DEMANDED฀THEIR฀MONEY฀BE฀

RETURNED�฀HE฀EMAILED฀THEM�฀h-Y฀JOB฀IS฀TO฀MAKE฀PEOPLE฀LOOK฀LIKE฀FOOLSv�

7HEN฀0HILLIP฀WAS฀ARRESTED�฀HE฀EXPRESSED฀REMORSE�฀(E฀EXPLAINED฀THAT฀ON
LINE฀FRAUD฀WAS฀AN฀hADDICTIONv�฀

!฀RECENTLY
MARRIED฀MAN�฀HE฀WAS฀ANXIOUS฀TO฀TURN฀OVER฀A฀NEW฀LEAF�฀!LTHOUGH฀HE฀COULD฀HAVE฀BEEN฀JAILED฀

FOR฀THREE฀YEARS�฀0HILLIP฀WAS฀SENTENCED฀TO฀ONLY฀��฀MONTHS฀IN฀DETENTION�

"UT฀JAIL฀MADE฀NO฀DIFFERENCE�฀3HORTLY฀AFTER฀HIS฀RELEASE�฀0HILLIP฀WAS฀CAUGHT฀POSING฀ON
LINE฀AS฀THE฀NEPHEW฀

OF฀A฀FAMOUS฀RUGBY฀PLAYER�฀WITH฀SPECIAL฀BOX฀SEAT฀TICKETS฀FOR฀SALE�฀

/VER฀���฀OF฀ALL฀REPORTED฀)NTERNET฀FRAUD฀CASES฀TAKE฀

PLACE฀ON฀)NTERNET฀AUCTION฀SITES�
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4HIS฀IS฀JUST฀THE฀TIP฀OF฀THE฀ICEBERG�฀THE฀&")฀ESTIMATES฀THAT฀ONLY฀���฀OF฀ON
LINE฀FRAUD฀CASES฀ARE฀REPORTED฀

TO฀LAW฀ENFORCEMENT฀OFlCIALS�฀0HILLIP�S฀CASE฀ILLUSTRATES฀TWO฀KEY฀REASONS฀WHY฀YOUNG฀PEOPLE฀ARE฀ATTRACTED฀

TO฀)NTERNET฀FRAUD�

��฀1UICK฀#ASH�฀7HEN฀0HILLIP฀WAS฀ARRESTED�฀HE฀HAD฀ONLY฀a���฀IN฀HIS฀BANK฀ACCOUNT�฀(E฀HAD฀SPENT฀ALL฀฀

฀ OF฀THE฀REST฀IN฀JUST฀A฀YEAR�฀/NE฀OF฀THE฀LOCAL฀POLICE฀OFlCERS฀COMMENTED�฀h4HIS฀IS฀A฀SMALL฀TOWN฀WITHOUT฀฀

฀ MANY฀JOB฀PROSPECTS฀FOR฀YOUNG฀PEOPLE�฀)฀HAD฀THE฀FEELING฀HE฀THOUGHT฀THIS฀WAS฀HIS฀ONLY฀OPPORTUNITY฀฀

฀ TO฀SEE฀THE฀WORLD�฀AND฀HE฀WASN�T฀VERY฀CONCERNED฀ABOUT฀THE฀CONSEQUENCES�v

��฀h&RIENDSHIPv�฀0HILLIP�S฀DEFENSE฀ATTORNEY฀HAD฀A฀DIFFERENT฀TAKE฀ON฀THE฀MATTER�฀(E฀POINTED฀OUT฀THAT฀฀

฀ HIS฀CLIENT฀HAD฀FEW฀FRIENDS฀IN฀THE฀SMALL฀TOWN฀WHERE฀HE฀LIVED�฀(E฀WAS฀SOMETIMES฀BULLIED�฀!S฀NEWS฀฀

฀ OF฀HIS฀SUDDEN฀WEALTH฀CIRCULATED�฀TEENAGERS฀BEGAN฀TO฀SEEK฀HIM฀OUT�฀4HESE฀NEW
FOUND฀FRIENDS฀฀

฀ ACCOMPANIED฀0HILLIP฀ON฀HIS฀TRIP฀TO฀.EW฀9ORK�฀h(E฀USED฀THE฀MONEY฀TO฀PURCHASE฀FRIENDS�v฀

4HE฀!IR$OGS฀GAME฀WAS฀DESIGNED฀TO฀ENCOURAGE฀YOUNG฀PEOPLE฀TO฀BEWARE฀OF฀TWO฀WAYS฀THEY฀MIGHT฀BE฀

DRAWN฀INTO฀A฀CYBERTHEFT฀NETWORK�฀&IRST�฀THEY฀MAY฀BE฀PERSUADED฀BY฀THE฀MONEY�฀GOODS฀OR฀SERVICES฀THEY฀

CAN฀ACQUIRE�฀!LTERNATELY�฀THEY฀MAY฀BE฀COERCED฀INTO฀BECOMING฀INVOLVED฀BY฀OLDER฀OR฀STRONGER฀TEENAGERS�

53฀!TTORNEY฀'ENERAL฀!LBERTO฀'ONZALES฀VISITED฀

7INDMILL฀3PRINGS฀SCHOOL฀IN฀3AN฀*OSE�฀#!�฀WHILE฀

STUDENTS฀WERE฀TESTING฀THE฀!IR$OGS฀GAME�฀4HE฀GAME฀

ILLUSTRATES฀HOW฀EASILY฀YOUNG฀PEOPLE฀CAN฀BE฀DRAWN฀

INTO฀FRAUDULENT฀ACTIVITIES฀ON
LINE�฀
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-ATT฀0ARRELLA฀FROM฀THE฀$EPARTMENT฀OF฀*USTICE�S฀#()0฀

�#OMPUTER฀(ACKING฀AND฀)NTELLECTUAL฀0ROPERTY	฀UNIT฀

WARNED฀STUDENTS฀ABOUT฀USING฀PIRATED฀SOFTWARE�฀฀

h9OU฀DON�T฀GET฀MEDICINE฀FROM฀A฀GUY฀WHO฀IS฀SELLING฀฀

OUT฀OF฀THE฀BACK฀OF฀A฀TRUCK�฀SO฀WHY฀GET฀SOFTWARE฀FROM฀

A฀STRANGER฀YOU฀MEET฀ON
LINE�v

4HE฀ASTONISHED฀FAMILY฀LEARNED฀THAT฀THE฀TEENAGER฀WAS฀SUSPECTED฀OF฀INITIATING฀A฀$ENIAL฀OF฀3ERVICE฀�$/3	฀

ATTACK�฀$AYS฀BEFORE�฀MILLIONS฀OF฀EMAILS฀HAD฀mOODED฀THE฀WEBSITE฀OF฀A฀LARGE฀CORPORATION�฀MAKING฀IT฀฀

IMPOSSIBLE฀FOR฀LEGITIMATE฀CLIENTS฀TO฀DO฀BUSINESS�฀7HEN฀&")฀AGENTS฀EXAMINED฀THE฀)0฀ADDRESSES�฀THEY฀

FOUND฀PROOF฀THAT฀THE฀FAMILY�S฀COMPUTER฀WAS฀INVOLVED฀IN฀THE฀ATTACK�

4HE฀TEENAGER฀SWORE฀THAT฀HE฀WAS฀INNOCENT�฀!฀FORENSIC฀EXAMINATION฀OF฀HIS฀HARD฀DRIVE฀SHOWED฀THAT฀฀

THE฀BOY฀HAD฀BEEN฀COMMUNICATING฀WITH฀AN฀ADULT฀WHO฀HAD฀OFFERED฀TO฀SEND฀THE฀BOY฀PIRATED฀COPIES฀OF฀

COMPUTER฀GAMES�

"UT฀LODGED฀AMONG฀THE฀lLES฀WAS฀A฀4ROJAN�฀A฀MALICIOUS฀PIECE฀OF฀CODE฀THAT฀ENABLED฀THE฀HACKER฀TO฀฀

SEIZE฀CONTROL฀OF฀THE฀BOY�S฀HARD฀DRIVE�฀4HEN฀THE฀HACKER฀HOOKED฀THE฀FAMILY�S฀COMPUTER฀TO฀HUNDREDS฀

OF฀OTHERS฀AND฀USED฀THE฀COMBINED฀POWER฀TO฀LAUNCH฀THE฀$ENIAL฀OF฀3ERVICE฀ATTACK฀AGAINST฀A฀FORMER฀

EMPLOYER�฀!LTHOUGH฀CHARGES฀WERE฀NEVER฀BROUGHT฀AGAINST฀THE฀TEENAGER�฀BOTH฀HE฀AND฀HIS฀FAMILY฀WERE฀

SHAKEN฀BY฀THE฀EXPERIENCE�

!SSISTANT฀53฀!TTORNEY฀-ATT฀0ARRELLA฀USES฀THIS฀ILLUSTRATION฀TO฀DRIVE฀HOME฀A฀KEY฀MESSAGE�฀UNSCRUPULOUS฀

ADULTS฀USE฀GOODS฀THAT฀TEENS฀COVET฀n฀ESPECIALLY฀PIRATED฀SOFTWARE฀n฀TO฀LURE฀TEENAGERS฀INTO฀A฀CYBERCRIME฀

NETWORK�฀)N฀MOST฀CASES฀IT฀IS฀THE฀TEENAGER�฀NOT฀THE฀ADULT�฀WHO฀RUNS฀THE฀RISK฀OF฀BEING฀CAUGHT�฀lNED฀AND฀

IMPRISONED�
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7ITH฀THE฀RECENT฀GROWTH฀OF฀THE฀)NTERNET�฀IT฀IS฀BECOMING฀MORE฀DIFlCULT฀TO฀MONITOR฀BULLYING�

s฀ )NTERNET฀BULLYING฀IS฀RELENTLESS�฀!฀TEEN฀WHO฀IS฀BULLIED฀ELECTRONICALLY฀MAY฀RECEIVE฀HUNDREDS฀OF฀฀

฀ ANTAGONISTIC฀EMAILS฀AND฀CELL฀PHONE฀MESSAGES฀EVERY฀DAY�฀)F฀BULLIES฀SET฀UP฀A฀WEBSITE฀WITH฀HUMILIATING฀฀

฀ PHOTOS฀AND฀COMMENTS�฀THE฀VICTIM฀KNOWS฀THAT฀THE฀SITE฀MAY฀BE฀VIEWED฀BY฀PEOPLE฀AROUND฀THE฀WORLD�฀฀

฀ NOT฀JUST฀FOR฀THE฀NEXT฀FEW฀WEEKS฀BUT฀FOR฀YEARS฀TO฀COME�

s฀ )NTERNET฀BULLYING฀IS฀SECRETIVE�฀3CHOOLYARD฀BULLIES฀RUN฀THE฀RISK฀OF฀BEING฀SEEN฀OR฀OVERHEARD฀BY฀TEACHERS�฀

฀ )N฀CONTRAST�฀ON
LINE฀BULLIES฀ARE฀ANONYMOUS�฀4HEY฀CAN฀ESCAPE฀NOTICE฀BY฀SCHOOL฀฀AUTHORITIES฀AND฀PARENTS�฀

s฀ )NTERNET฀BULLIES฀MAY฀NOT฀RECOGNIZE฀THE฀DAMAGE฀THEY฀CAUSE�฀3TUDENTS฀WHO฀BULLY฀OTHERS฀AT฀SCHOOL฀฀

฀ SEE฀THE฀PAIN฀THEY฀ARE฀CAUSING฀THEIR฀VICTIMS�฀3TUDENTS฀WHO฀HUMILIATE฀ANOTHER฀STUDENT฀ON
LINE฀ARE฀฀

฀ BLIND฀TO฀THE฀CONSEQUENCES฀OF฀THEIR฀CRUELTY�฀

/N
LINE฀BULLYING฀CAN฀ALSO฀LEAD฀TO฀OTHER฀FORMS฀OF฀AGGRESSIVE฀BEHAVIOR�฀SUCH฀AS฀)NTERNET฀EXTORTION�฀฀

&OR฀EXAMPLE�฀LAST฀YEAR฀A฀TEENAGE฀BOY฀IN฀6ANCOUVER�฀"RITISH฀#OLUMBIA�฀USED฀THE฀)NTERNET฀TO฀CONTACT฀฀

SEVERAL฀LOCAL฀GANGS�฀/NE฀OF฀THE฀GANGS฀EMAILED฀HIM�฀OFFERING฀TO฀PROTECT฀HIM฀IF฀HE฀EVER฀GOT฀INTO฀TROUBLE�

!฀WEEK฀LATER�฀THE฀BOY�S฀SISTER฀WAS฀SUDDENLY฀THREATENED�฀4HE฀TEENAGER฀ASKED฀FOR฀THE฀GANG�S฀HELP฀IN฀฀

PROTECTING฀HIS฀SISTER�฀4HE฀GANG฀OBLIGED฀n฀AND฀THEN฀INFORMED฀THE฀TEEN฀THAT฀HE฀OWED฀THEM฀TWO฀HUNDRED฀

DOLLARS�฀4HEIR฀DEMANDS฀ESCALATED฀WEEK฀AFTER฀WEEK�฀AS฀THE฀BOY฀SCRAMBLED฀TO฀PAY�฀&INALLY�฀THE฀BOY฀฀

REALIZED฀THAT฀THE฀GANG฀HAD฀SET฀UP฀THE฀THREAT฀AGAINST฀HIS฀SISTER฀PURELY฀TO฀EXTORT฀MONEY฀FROM฀HIM�

4HE฀����฀STUDY฀FOUND฀THAT฀���฀OF฀THE฀TEENAGERS฀

WHO฀RESPONDED฀HAD฀BEHAVED฀AS฀A฀BULLY�฀WHILE฀�����฀

HAD฀BEEN฀THE฀TARGET฀OF฀BULLYING�฀/VER฀��฀HAD฀BEEN฀

BOTH฀THE฀BULLY฀AND฀THE฀TARGET�฀h"ULLYING฀BEHAVIORS฀

AMONG฀5�3�฀YOUTH�฀0REVALENCE฀AND฀ASSOCIATION฀WITH฀

PSYCHOSOCIAL฀ADJUSTMENT�v฀BY฀4�฀2�฀.ANSEL฀ET฀AL��฀฀

*OURNAL฀OF฀THE฀!MERICAN฀-EDICAL฀!SSOCIATION�฀�����
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4HIS฀PROGRAM฀ALSO฀INCLUDES฀A฀WEBSITE�฀WWW�CYBERCOPS�NET�฀WHICH฀OFFERS฀THREE฀SLIDE฀

SHOWS฀ILLUSTRATING฀HOW฀YOUNG฀PEOPLE฀CAN฀BE฀DRAWN฀INTO฀CYBERFRAUD�฀SOFTWARE฀PIRACY฀

AND฀EXTORTION�

!IR$OGS฀WAS฀DESIGNED฀TO฀SHOW฀THAT฀CYBERTHEFT฀HAS฀LIFE
LONG฀LEGAL฀AND฀SOCIAL฀CONSEQUENCES฀FOR฀฀

TEENAGERS฀AND฀THEIR฀FAMILIES�฀4HE฀PROGRAM฀HAS฀THREE฀MESSAGES�

��฀%THICS�฀!IR$OGS฀HELPS฀STUDENTS฀TO฀RECOGNIZE฀THE฀DIFFERENCE฀BETWEEN฀AN฀ETHICAL฀AND฀AN฀UNETHICAL฀฀

฀ SITUATION฀ON
LINE�฀4HE฀GAME฀ENCOURAGES฀STUDENTS฀TO฀MAKE฀ETHICAL฀CHOICES�฀EVEN฀WHEN฀THE฀RESULT฀฀

฀ IS฀PAINFUL�

��฀0ROTECTION฀3TRATEGIES�฀!IR$OGS฀HELPS฀STUDENTS฀TO฀UNDERSTAND฀HOW฀THEY฀MAY฀BE฀LURED฀INTO฀ON
LINE฀฀

฀ FRAUD฀n฀THROUGH฀PERSUASION฀OR฀COERCION฀n฀AND฀WHAT฀THEY฀CAN฀DO฀TO฀PROTECT฀THEMSELVES�

��฀฀,IFE
,ONG฀%FFECTS�฀!IR$OGS฀ILLUSTRATES฀THE฀LONG
TERM฀EFFECTS฀THAT฀AN฀ILLEGAL฀ACT฀CAN฀HAVE฀ON฀THE฀LIFE฀OF฀฀

฀ A฀TEENAGER�฀AS฀WELL฀AS฀HIS฀PARENTS฀AND฀FRIENDS�฀

4HIS฀'UIDE฀INTRODUCES฀THE฀FOUR฀COMPONENTS฀OF฀THE฀!IR$OGS฀PROGRAM�฀

฀ s฀4HE฀'UIDE฀BEGINS฀WITH฀A฀DESCRIPTION฀OF฀THE฀!IR$OGS฀GAME�฀INCLUDING฀THE฀PUZZLES�฀

฀ s฀4HE฀NEXT฀PAGES฀OF฀THE฀'UIDE฀ILLUSTRATE฀#ONSEQUENCES�฀A฀CLASS฀DISCUSSION฀THAT฀HELPS฀STUDENTS฀ASSESS฀฀

฀ ฀ THE฀SERIOUS฀PENALTIES฀RESULTING฀FROM฀CYBERTHEFT�฀

฀ s฀)N฀#ONFESSION�฀A฀YOUNG฀SNOWBOARDING฀COACH฀DESCRIBES฀HOW฀HE฀SET฀UP฀A฀CYBERTHEFT฀RING�

฀ s฀&INALLY�฀THIS฀'UIDE฀INCLUDES฀A฀TEMPLATE฀SO฀STUDENTS฀CAN฀DESIGN฀A฀POSTER฀WITH฀THEIR฀OWN฀)NTERNET฀฀

฀ ฀ SAFETY฀GUIDELINES�

7HILE฀THEY฀PLAY฀THE฀GAME�฀STUDENTS฀WRITE฀DOWN฀THE฀

ANSWER฀TO฀EACH฀CLUE฀IN฀THEIR฀$ETECTIVE�S฀.OTEBOOK�฀฀

4)0�฀)F฀A฀COMPUTER฀MALFUNCTIONS�฀TEACHERS฀MAY฀WANT฀

TO฀GO฀BACK฀TO฀THE฀SAME฀SPOT฀IN฀THE฀GAME฀QUICKLY�฀

4O฀SKIP฀A฀CLUE�฀WAIT฀FOR฀THE฀DIALOG฀BOX฀TO฀APPEAR฀

AND฀TYPE฀THE฀WORD�฀SKIP�฀฀
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&ILL฀IN฀YOUR฀ANSWERS฀AS฀YOU฀PLAY฀THE฀GAME�฀

1UESTION฀���฀฀ 7HAT฀DETAIL฀PROVES฀THAT฀%XHIBIT฀�฀IS฀A฀PIRATED฀DISC�฀

1UESTION฀���฀฀ 7HAT฀WAS฀IN฀,UKE�S฀PACKAGE�฀

1UESTION฀���฀฀ 7HO฀WAS฀RESPONSIBLE฀FOR฀CREATING฀THE฀BULLYING฀WEBSITE�฀฀

1UESTION฀���฀฀ 7HAT฀IS฀4ERRY�S฀BANK฀ACCOUNT฀NUMBER�฀

1UESTION฀���฀฀ 7HAT฀IS฀THE฀LATITUDE฀AND฀LONGITUDE฀OF฀4ERRY�S฀CELL฀PHONE�
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&INALLY�฀STUDENTS฀WERE฀ASKED฀IF฀THEY฀HAD฀EVER฀DOWNLOADED฀MUSIC�฀MOVIES฀OR฀ELECTRONIC฀GAMES฀WITHOUT฀

PAYING฀FOR฀THEM�฀%VERY฀HAND฀WAS฀RAISED�

)N฀THE฀DISCUSSION฀THAT฀FOLLOWED�฀STUDENTS฀HAD฀MANY฀REASONS฀FOR฀ENGAGING฀IN฀PROPERTY฀CRIMES฀ON฀THE฀

)NTERNET�฀#YBERTHEFT�฀h)฀DON�T฀KNOW฀THE฀VICTIMS฀PERSONALLY฀SO฀IT฀DOESN�T฀MATTER�v฀#REDIT฀CARD฀FRAUD�฀฀

h4HE฀LARGE฀lNANCIAL฀CORPORATIONS฀CAN฀HANDLE฀THE฀LOSSES�v฀3OFTWARE฀PIRACY�฀h)฀CAN�T฀AFFORD฀THE฀GAME�v

4HE฀DISCUSSION฀RAISED฀A฀SERIOUS฀CONCERN�฀(OW฀CAN฀WE฀PERSUADE฀YOUNG฀PEOPLE฀THAT฀ON
LINE฀PROPERTY฀

CRIMES฀HAVE฀LIFE
LONG฀LEGAL฀AND฀SOCIAL฀CONSEQUENCES�฀

/UR฀ANSWER฀WAS฀TO฀PRODUCE฀A฀COMPUTER฀GAME�฀BASED฀ON฀A฀TRUE฀STORY�฀SO฀TEENAGERS฀CAN฀SEE฀HOW฀฀

A฀MINOR฀OFFENSE฀CAN฀SNOWBALL฀INTO฀A฀PRISON฀SENTENCE�฀4HE฀!IR$OGS฀GAME฀TELLS฀THE฀STORY฀OF฀,UKE�฀฀

A฀TEENAGER฀WHO฀APPEARS฀TO฀HAVE฀IT฀ALL�฀(E฀IS฀A฀SMART฀KID�฀A฀NATIONALLY
RANKED฀ATHLETE฀AND฀HE฀COMES฀฀

FROM฀A฀LOVING฀HOME�฀"UT฀,UKE฀HAS฀A฀WEAKNESS฀SHARED฀BY฀MANY฀TEENS�฀HE฀IS฀EASILY฀MANIPULATED�

!S฀THE฀GAME฀BEGINS�฀,UKE฀HAS฀JUST฀BEEN฀ARRESTED฀FOR฀PIRATING฀SOFTWARE�฀7HEN฀POLICE฀RAIDED฀THE฀฀

BASEMENT฀OF฀,UKE�S฀HOME�฀THEY฀FOUND฀STACKS฀OF฀DISCS฀WITH฀A฀HOW
TO฀MANUAL฀FOR฀THE฀LATEST฀฀

SNOWBOARDING฀TRICKS�฀,UKE฀ADMITS฀HE฀HAS฀BEEN฀DUPLICATING฀THE฀SOFTWARE฀IN฀THE฀BASEMENT฀BUT฀THE฀฀

POLICE฀THINK฀THE฀FRAUD฀IS฀TOO฀SOPHISTICATED฀FOR฀A฀YOUNG฀TEEN�฀#OULD฀SOME฀OF฀THE฀OLDER฀MEMBERS฀OF฀฀

THE฀SNOWBOARDING฀TEAM฀BE฀INVOLVED�

3TUDENTS฀DRAW฀DIFFERENT฀CONCLUSIONS฀ABOUT฀,UKE�S฀

BEHAVIOR�฀3OME฀THINK฀,UKE฀SHOULD฀BE฀LET฀OFF฀LIGHTLY฀

BECAUSE฀OLDER฀TEENS฀BULLIED฀HIM฀INTO฀SOFTWARE฀PIRACY�฀

/THER฀STUDENTS฀FEEL฀,UKE฀DESERVES฀PUNISHMENT฀BECAUSE฀

HE฀PARTICIPATED฀IN฀A฀CYBERFRAUD฀FOR฀PERSONAL฀GAIN�
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,UKE฀HAS฀NOT฀RECOVERED฀FROM฀THE฀DEATH฀OF฀HIS฀MOTHER฀THE฀YEAR฀BEFORE�฀)N฀ADDITION�฀HE฀WAS฀CAUGHT฀฀

PIRATING฀SOFTWARE฀IN฀THE฀BASEMENT฀OF฀THE฀FAMILY฀HOME�฀4HE฀ARREST฀WAS฀MADE฀ALL฀THE฀MORE฀EMBARRASSING฀

BY฀THE฀FACT฀THAT฀HIS฀DAD฀IS฀A฀POLICE฀OFlCER�

,UKE�S฀FATHER�฀3TEPHEN�฀IS฀WITH฀THE฀2OYAL฀#ANADIAN฀-OUNTED฀0OLICE�฀(E฀IS฀WORKING฀ON฀JOINT฀BORDER฀฀

PROTECTION฀PROJECTS฀WITH฀THE฀53฀$EPARTMENT฀OF฀(OMELAND฀3ECURITY�฀3TEPHEN฀IS฀CAUGHT฀BETWEEN฀HIS฀฀

CONCERN฀ABOUT฀HIS฀SON�S฀ILLEGAL฀ACTIVITIES฀AND฀A฀GRUDGING฀RECOGNITION฀THAT฀,UKE฀HAS฀A฀RARE฀GIFT฀WITH฀

COMPUTERS�

#HALLENGE�฀3TEPHEN฀CHALLENGES฀THE฀PLAYERS฀TO฀COMPARE฀THE฀LEGITIMATE฀DISC฀WITH฀ONE฀THAT฀,UKE฀HAS฀

BURNED฀IN฀THE฀BASEMENT�฀#AN฀YOU฀SPOT฀THE฀FAKE�

3OLUTION�฀#LICK฀ON฀THE฀ARROWS฀UNDER฀THE฀LEGITIMATE฀DISC฀TO฀TILT฀IT฀BACK฀AND฀FORTH฀UNTIL฀YOU฀SPOT฀THE฀฀

HOLOGRAM�฀.OTICE฀THAT฀THE฀MANUFACTURER฀HAS฀PLACED฀A฀HOLOGRAM฀OF฀THE฀COMPANY฀LOGO�฀4,�฀ALONG฀THE฀

INNER฀RIM฀OF฀THE฀DISC�฀4HEN฀USE฀THE฀ARROWS฀UNDER฀THE฀DISC฀THAT฀WAS฀SEIZED฀FROM฀,UKE�฀4HE฀HOLOGRAM฀฀

ON฀THE฀PIRATED฀DISC฀READS�฀4*�

4HE฀!IR$OGS฀GAME฀HAS฀THREE฀STREAMS฀OF฀VIDEO�฀FROM฀

THE฀2#-0฀OFlCE฀IN฀1UEBEC�฀THE฀(OMELAND฀3ECURITY฀

OFlCE฀IN฀6ERMONT�฀AND฀FROM฀THE฀VIDEO฀TELEPHONES฀OF฀

,UKE฀AND฀-ARISOL�฀4HIS฀REPRESENTS�฀IN฀A฀lCTIONAL฀FORMAT�฀

EMERGING฀TECHNOLOGY฀IN฀WHICH฀OFlCES฀AND฀CELL฀PHONES฀

CAN฀SHARE฀LIVE฀VIDEO�฀
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3TEPHEN฀CALLS฀HIS฀SON฀AND฀DISCOVERS฀THAT฀,UKE฀IS฀UNREPENTANT฀ABOUT฀CUTTING฀SCHOOL�฀(E฀IS฀TRAINING฀฀

INTENSIVELY฀WITH฀HIS฀COACH�฀4ERRY�฀HOPING฀HE฀CAN฀MASTER฀SOME฀NEW฀MOVES฀FOR฀THE฀!IR$OGS฀TOURNAMENT฀

IN฀6ERMONT�฀.OTHING฀HIS฀FATHER฀SAYS฀CAN฀PERSUADE฀HIM฀TO฀RETURN฀HOME�

3UDDENLY�฀A฀COURIER฀KNOCKS฀ON฀THE฀DOOR฀OF฀,UKE�S฀DORM฀ROOM฀AND฀BRINGS฀IN฀A฀PACKAGE�฀h3NOWBOARDING฀

GEAR�v฀,UKE฀TELLS฀HIS฀FATHER฀AS฀HE฀STOWS฀THE฀PACKAGE฀QUICKLY฀UNDER฀HIS฀DESK�฀

"UT฀3TEPHEN฀IS฀SUSPICIOUS�฀(E฀TAKES฀AN฀ELECTRONIC฀PHOTO฀OF฀HIS฀SON฀THAT฀CAPTURES฀THE฀WAYBILL฀NUMBER฀

OF฀THE฀PACKAGE�฀!LTHOUGH฀-ARISOL฀FEELS฀THAT฀THE฀PHOTOGRAPH฀IS฀A฀VIOLATION฀OF฀HIS฀SON�S฀PRIVACY�฀3TEPHEN฀

SENDS฀THE฀IMAGE฀OFF฀TO฀BE฀ANALYZED�

#HALLENGE�฀4HE฀PHOTOGRAPH฀REVEALS฀THAT฀THE฀LABEL฀HAS฀BEEN฀PARTIALLY฀RIPPED฀FROM฀,UKE�S฀PACKAGE�฀฀

/NLY฀THE฀lRST฀FEW฀DIGITS฀OF฀THE฀WAYBILL฀NUMBER฀ARE฀LEGIBLE�฀0LAYERS฀MUST฀DECIPHER฀THE฀BAR฀CODE฀OF฀THE฀

LAST฀FOUR฀DIGITS฀TO฀GET฀THE฀WAYBILL฀NUMBER฀n฀AND฀THEN฀lND฀OUT฀WHAT฀THE฀PACKAGE฀CONTAINS�฀

3OLUTION�฀%ACH฀VERTICAL฀BAND฀OF฀THE฀BAR฀CODE฀REPRESENTS฀A฀DISCRETE฀NUMBER�฀3TUDENTS฀MUST฀DECODE฀THE฀

lNAL฀FOUR฀NUMBERS฀BY฀COMPARING฀THEM฀TO฀A฀CHART�฀7HEN฀THEY฀COMPLETE฀THE฀SEQUENCE�฀THEY฀CHECK฀THE฀

RECORDS฀FROM฀THE฀COURIER฀COMPANY฀AND฀lND฀THAT฀THE฀PACKAGE฀CONTAINS฀TWO฀NEW฀LAPTOP฀COMPUTERS�

!MY฀+OLB�฀A฀TEACHER฀AT฀7INDMILL฀3PRINGS฀3CHOOL฀IN฀

3AN฀*OSE�฀#ALIFORNIA�฀TESTED฀THE฀!IR$OGS฀GAME฀WITH฀

STUDENTS฀WORKING฀IN฀SMALL฀GROUPS�฀4HE฀STUDENTS฀

COMPLETED฀THE฀GAME฀IN฀AN฀HOUR฀AND฀lFTEEN฀MINUTES�฀

!FTERWARD�฀!MY฀HELD฀AN฀HOUR
LONG฀CLASS฀DISCUSSION฀TO฀

ENSURE฀THAT฀STUDENTS฀WERE฀PICKING฀UP฀THE฀MESSAGES฀OF฀

THE฀GAME�฀฀
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4AYLOR฀AND฀*AMES฀HAVE฀ENCOUNTERED฀THE฀COURIER฀ON฀HIS฀WAY฀OUT�฀AND฀HAVE฀LEARNED฀THAT฀,UKE฀HAS฀

RECEIVED฀A฀PACKAGE฀WITH฀TWO฀LAPTOPS�฀4HE฀OLDER฀BOYS฀DEMAND฀THAT฀,UKE฀HAND฀OVER฀HIS฀BOOTY�฀)F฀NOT�฀

THEY฀THREATEN฀TO฀POST฀EMBARRASSING฀PHOTOS฀OF฀,UKE฀AND฀HIS฀GIRLFRIEND฀ON฀THE฀)NTERNET�฀,UKE฀GIVES฀IN�

3TEPHEN฀AND฀-ARISOL฀DISAGREE฀ON฀HOW฀THE฀PROBLEM฀SHOULD฀BE฀ADDRESSED�฀!S฀A฀FATHER�฀3TEPHEN฀WANTS฀

TO฀SORT฀OUT฀THE฀PROBLEM฀WITH฀THE฀BULLIES฀PRIVATELY�฀-ARISOL฀BELIEVES฀THAT฀THE฀POLICE฀SHOULD฀BE฀฀

INVOLVED�฀h4HEFT�฀%XTORTION�฀4HESE฀ARE฀CRIMES�฀WHETHER฀YOU฀ARE฀SIXTEEN฀OR฀SIXTY�v

3TEPHEN฀ORDERS฀A฀SEARCH฀OF฀THE฀DORM฀ROOMS฀OF฀4AYLOR�฀*AMES฀AND฀HIS฀SON�฀,UKE�฀ASKING฀THAT฀THEIR฀฀

LAPTOPS฀BE฀CONlSCATED�฀4HEN฀HE฀RESIGNS฀FROM฀THE฀CASE�

#HALLENGE�฀3TUDENTS฀MUST฀OPEN฀,UKE�S฀COMPUTER฀BY฀GUESSING฀THE฀THREE฀ICONS฀THAT฀,UKE฀HAS฀USED฀FOR฀HIS฀

GRAPHIC฀PASSWORD�฀)F฀THEY฀CLICK฀ON฀THE฀SNOWBOARD�฀THE฀GOGGLES฀AND฀THE฀SNOWBOARDER�฀THE฀lLES฀WILL฀OPEN�฀

3OLUTION�฀"Y฀OPENING฀THE฀EMAILS�฀STUDENTS฀CAN฀READ฀,UKE�S฀EMAIL฀FROM฀4ERRY�฀HIS฀COACH�฀PRAISING฀HIS฀

SNOWBOARD฀SKILLS�฀4HEY฀CAN฀ALSO฀READ฀,UKE�S฀BANK฀STATEMENT�฀WHICH฀SHOWS฀HE฀HAS฀ALMOST฀�������฀

IN฀THE฀BANK�฀&INALLY�฀THERE฀IS฀A฀LINK฀TO฀A฀BULLYING฀WEBSITE฀WITH฀EMBARRASSING฀PHOTOS฀OF฀,UKE฀AND฀HIS฀

GIRLFRIEND�฀*EANNETTE�฀4HE฀LOGO฀THAT฀RUNS฀ALONG฀THE฀BOTTOM฀OF฀THE฀lNAL฀PAGE฀OF฀THE฀WEBSITE฀IS฀THE฀SAME฀

AS฀ON฀THE฀PIRATED฀SOFTWARE�฀4*�

-ATT฀'ILLER�฀ANOTHER฀TEACHER฀AT฀7INDMILL฀3PRINGS฀

3CHOOL�฀USED฀A฀LAPTOP฀AND฀PROJECTOR฀SO฀HIS฀WHOLE฀CLASS฀

COULD฀PLAY฀THE฀GAME฀TOGETHER�฀3TUDENTS฀COMPLETED฀THE฀฀

GAME฀IN฀JUST฀OVER฀HALF฀AN฀HOUR�฀-ATT฀THEN฀HELD฀A฀฀

lFTEEN
MINUTE฀DISCUSSION฀TO฀REVIEW฀THE฀KEY฀POINTS฀฀

OF฀THE฀GAME�
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!LL฀TECHNOLOGIES฀USED฀IN฀THE฀!IR$OGS฀GAME฀ARE฀BASED฀ON฀

TECHNICAL฀TOOLS฀USED฀BY฀POLICE฀AGENCIES�฀4HE฀TECHNICAL฀

CONSULTANT฀FOR฀THE฀GAME฀WAS฀#HIEF฀,OU฀0ACHECO฀OF฀

THE฀2AYNHAM฀0OLICE฀$EPARTMENT฀IN฀-ASSACHUSETTS�฀

(E฀ALSO฀TESTED฀THE฀GAME฀WITH฀STUDENTS฀IN฀"RISTOL฀AND฀

0LYMOUTH฀#OUNTY฀SCHOOLS�฀

-ARISOL฀REVEALS฀WHAT฀HER฀INVESTIGATION฀HAS฀UNCOVERED�฀)N฀THE฀PAST฀FEW฀MONTHS�฀MORE฀THAN฀��������฀

WORTH฀OF฀STOLEN฀LAPTOPS฀HAVE฀PASSED฀THROUGH฀,UKE�S฀HANDS�฀3HE฀HAS฀ALSO฀FOUND฀,UKE�S฀BANK฀ACCOUNT�฀

WITH฀ONLY฀A฀SMALL฀PORTION฀OF฀THAT฀MONEY฀IN฀IT�฀3HE฀REASONS฀THAT฀,UKE฀HAS฀BEEN฀FORWARDING฀THE฀BULK฀OF฀

THE฀MONEY฀TO฀SOMEONE฀ELSE�฀-ARISOL฀DEMANDS฀TO฀KNOW฀THE฀NAME฀OF฀,UKE�S฀PARTNER�

3TEPHEN฀IS฀STUNNED฀AT฀THE฀MAGNITUDE฀OF฀THE฀THEFT�฀BUT฀HE฀RESENTS฀THE฀STRONG
ARM฀TACTICS฀THAT฀-ARISOL฀IS฀

USING฀TO฀GET฀ANSWERS฀TO฀,UKE�฀!NGRILY�฀HE฀CUTS฀OFF฀THE฀INTERVIEW�

#HALLENGE�฀4HE฀CHALLENGE฀IS฀TO฀PROVE฀THERE฀IS฀A฀lNANCIAL฀LINK฀BETWEEN฀,UKE฀AND฀HIS฀PARTNER฀IN฀THE฀

SCAM�฀3TUDENTS฀ARE฀GIVEN฀A฀PHOTO฀THAT฀THE฀SNOWBOARDING฀COACH�฀4ERRY�฀HAS฀SENT฀TO฀,UKE�฀

3OLUTION�฀4HE฀PHOTOGRAPH฀SHOWS฀4ERRY฀AT฀THE฀TOP฀OF฀A฀MOUNTAIN�฀!฀�
$฀RENDERING฀OF฀THE฀PHOTO฀REVEALS฀

IT฀IS฀MADE฀UP฀OF฀FOUR฀LAYERS�฀INCLUDING฀BANDS฀OF฀RED�฀GREEN฀AND฀BLUE฀PIXELS�฀"Y฀STRIPPING฀OFF฀THE฀LAYERS฀

ONE฀BY฀ONE�฀STUDENTS฀REVEAL฀A฀MESSAGE฀IN฀THE฀!LPHA฀BAND�฀4ERRY฀HAS฀SENT฀,UKE฀AN฀ACCOUNT฀NUMBER฀

FROM฀A฀BANK฀IN฀"OSTON฀n฀ALONG฀WITH฀A฀CRYPTIC฀MESSAGE�฀
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!LL฀OF฀THE฀!IR$OGS฀CLUES฀WERE฀DESIGNED฀BY฀#OLIN฀

3AVAGE฀OF฀,IVE7IRES฀$ESIGN�฀"OTH฀AN฀ENGINEER฀AND฀

A฀PROFESSIONAL฀PHOTOGRAPHER�฀#OLIN฀HAS฀DESIGNED฀

SPECIALIZED฀SOFTWARE฀THAT฀IS฀USED฀FOR฀VIEWING฀HIGH฀

RESOLUTION฀AERIAL฀AND฀SATELLITE฀IMAGERY฀IN฀STEREO�

-ARISOL฀INSISTS฀THAT฀,UKE฀REVEAL฀EVERYTHING฀HE฀KNOWS฀ABOUT฀THE฀CYBERTHEFT฀OPERATION�฀"UT฀,UKE฀IS฀฀

ADAMANT�฀HE฀WILL฀NOT฀BETRAY฀HIS฀FRIEND฀AND฀COACH฀FOR฀FEAR฀OF฀LOSING฀HIS฀ONE฀SHOT฀AT฀THE฀/LYMPIC฀

GAMES�฀(E฀IS฀SHOCKED฀TO฀LEARN฀THAT฀4ERRY�S฀PROMISE฀TO฀PUT฀HIM฀ON฀THE฀NATIONAL฀TEAM฀WAS฀A฀LIE�฀USED฀฀

TO฀MANIPULATE฀HIM฀INTO฀SELLING฀THE฀LAPTOPS�

2ELUCTANTLY�฀,UKE฀GIVES฀HIS฀FATHER฀THE฀CELL฀PHONE฀NUMBER฀THAT฀4ERRY฀HAS฀TOLD฀HIM฀TO฀USE฀IN฀CASE฀OF฀AN฀

EMERGENCY�฀3TEPHEN฀ONLY฀HANDS฀THE฀INFORMATION฀TO฀-ARISOL฀WHEN฀SHE฀PROMISES฀TO฀BE฀LENIENT฀WITH฀THE฀

TEENAGERS฀WHO฀HAVE฀BEEN฀CAUGHT฀UP฀IN฀4ERRY�S฀NETWORK�

#HALLENGE�฀4ERRY฀IS฀SNOWSHOEING฀ALONG฀THE฀SHORE฀OF฀,AKE฀-EMPHRAMAGOG�฀HOPING฀TO฀CROSS฀THE฀BORDER฀

INTO฀6ERMONT฀UNNOTICED�฀4HE฀POLICE฀WILL฀ONLY฀BE฀ABLE฀TO฀TRACE฀HIM฀BY฀TRACKING฀THE฀SIGNAL฀EMITTED฀BY฀

HIS฀CELL฀PHONE�฀

3OLUTION�฀3TUDENTS฀DETERMINE฀4ERRY�S฀LOCATION฀BY฀MEASURING฀THE฀TIME฀IT฀TAKES฀FOR฀A฀SIGNAL฀TO฀GO฀FROM฀

HIS฀CELL฀PHONE฀TO฀THREE฀CELL฀PHONE฀TOWERS�฀4HE฀�
$฀MODEL฀USES฀COLORED฀DISCS฀TO฀ILLUSTRATE฀THE฀฀

DISTANCE�฀7HEN฀THE฀DISTANCE฀TO฀EACH฀OF฀THE฀THREE฀TOWERS฀HAS฀BEEN฀MEASURED฀CORRECTLY�฀THE฀MAP฀OF฀฀

THE฀TERRAIN฀ROTATES�฀SO฀THE฀INTERSECTION฀OF฀THE฀THREE฀DISCS฀CAN฀BE฀LOCATED�฀4HIS฀IS฀THE฀SPOT฀WHERE฀4ERRY฀

WILL฀BE฀FOUND�฀฀฀
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4HE฀$EPARTMENT฀OF฀(OMELAND฀3ECURITY฀TRACKS฀4ERRY฀WITH฀TWO฀INFRARED฀CAMERAS�฀/NE฀CAMERA฀IS฀฀

CARRIED฀BY฀-ARISOL฀AND฀#HARLIE฀WHO฀ARE฀COMBING฀THE฀FOREST฀ON฀FOOT�฀-ARISOL฀IS฀FRANTIC�฀3HE฀CAN฀HEAR฀

4ERRY฀BUT฀SHE฀CANNOT฀SEE฀HIM฀UNLESS฀THE฀CAMERA฀REVEALS฀THE฀BRIGHT
COLORED฀IMAGE฀OF฀A฀lGURE฀฀

SNOWSHOEING฀THROUGH฀THE฀WOODS�฀฀

!฀SECOND฀CAMERA฀IS฀MOUNTED฀IN฀A฀HELICOPTER�฀WHICH฀IS฀SURVEYING฀THE฀TERRAIN฀ALONG฀THE฀LAKE�฀)T฀SENDS฀

BACK฀BLACK
AND
WHITE฀VIDEO�฀&ROM฀TIME฀TO฀TIME฀A฀lGURE฀CROSSES฀THE฀SCREEN�฀TURKEYS�฀A฀WOLF�฀AND฀THE฀

POLICE฀OFlCERS฀HUNTING฀ON฀THE฀GROUND�฀

&INALLY�฀STUDENTS฀SPOT฀4ERRY฀AS฀HE฀MAKES฀HIS฀WAY฀THROUGH฀THE฀FOREST�฀7HEN฀-ARISOL฀MOVES฀IN฀FOR฀THE฀฀

ARREST�฀4ERRY฀THREATENS฀HIS฀#ANADIAN฀ACCOMPLICE�฀h,UKE�฀BUDDY�฀REMEMBER�฀IF฀)฀GO฀DOWN�฀YOU฀GO฀DOWN�v

#HALLENGE�฀4ERRY฀CROSSED฀THE฀BORDER฀BY฀SNOWSHOEING฀ALONG฀THE฀SHORE฀OF฀,AKE฀-EMPHRAMAGOG฀FROM฀

1UEBEC฀TO฀6ERMONT�฀

3OLUTION�฀"Y฀CROSS
CHECKING฀#HARLIE�S฀GROUND
BASED฀THERMAL฀VIDEO฀WITH฀IMAGES฀FROM฀A฀HELICOPTER฀

OVERHEAD�฀STUDENTS฀ARE฀ABLE฀TO฀PINPOINT฀4ERRY�S฀LOCATION฀AND฀CLICK฀ON฀IT�

4HE฀HELICOPTER฀INFRARED฀IMAGING฀FOR฀THE฀!IR$OGS฀GAME฀

WAS฀TAKEN฀BY฀SPECIALISTS฀FROM฀THE฀/NTARIO฀0ROVINCIAL฀

0OLICE�฀4HEY฀USED฀A฀LAKE฀NEAR฀/RILLIA�฀/NTARIO฀TO฀MIMIC฀

THE฀TERRAIN฀ON฀THE฀1UEBEC�6ERMONT฀BORDER�฀฀
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,UKE�฀

s฀ 7HEN฀WE฀lRST฀MET฀,UKE�฀WHAT฀DREAMS฀DID฀HE฀HAVE฀FOR฀HIS฀FUTURE฀AS฀AN฀ATHLETE�

s฀ )N฀ORDER฀TO฀REACH฀HIS฀DREAMS�฀,UKE฀HAD฀TO฀lND฀THE฀MONEY฀TO฀BUY฀SPORTS฀EQUIPMENT฀AND฀ATTEND฀฀

฀ COMPETITIONS�฀(OW฀DID฀HE฀GET฀THE฀MONEY�฀7HAT฀OTHER฀WAYS฀COULD฀HE฀HAVE฀EARNED฀THE฀MONEY�

s฀ 7HAT฀WAS฀THE฀CONmICT฀IN฀,UKE�S฀MIND฀WHEN฀THE฀POLICE฀ASKED฀HIM฀FOR฀4ERRY�S฀CELL฀PHONE฀NUMBER�฀฀

s฀ )F฀THE฀POLICE฀HAD฀NOT฀FOUND฀PROOF฀OF฀,UKE�S฀INVOLVEMENT฀IN฀THE฀FRAUD�฀WOULD฀,UKE฀HAVE฀MADE฀THE฀฀

฀ DECISION฀TO฀TELL฀THE฀POLICE฀WHERE฀4ERRY฀COULD฀BE฀FOUND�

3TEPHEN�฀

s฀ 7HEN฀,UKE�S฀$AD�฀3TEPHEN�฀REALIZED฀THAT฀HIS฀SON฀WAS฀IN฀TROUBLE�฀HE฀ASKED฀HIS฀BOSS฀TO฀REMOVE฀฀

฀ HIM฀FROM฀THE฀CASE�฀7HY฀DID฀HE฀DO฀THAT�

s฀ )F฀HE฀HAD฀STAYED฀ON฀THE฀CASE�฀WHAT฀MIGHT฀HE฀HAVE฀BEEN฀TEMPTED฀TO฀DO�

s฀ (OW฀WAS฀3TEPHEN฀ABLE฀TO฀HELP฀HIS฀SON�฀,UKE�

s฀ (OW฀DID฀3TEPHEN฀HELP฀THE฀OTHER฀BOYS฀WHO฀HAD฀ALSO฀BEEN฀DRAWN฀INTO฀4ERRY�S฀CYBERTHEFT฀RING�

s฀฀7HAT฀EFFECT฀WILL฀,UKE�S฀BEHAVIOR฀HAVE฀ON฀HIS฀FATHER�S฀JOB฀AS฀A฀POLICE฀OFlCER�

-ARISOL�฀

s฀ 7HEN฀WE฀lRST฀MET฀-ARISOL�฀WHAT฀DID฀SHE฀SAY฀ABOUT฀BEING฀POSTED฀TO฀THE฀6ERMONT฀BORDER�

s฀ -ARISOL฀WAS฀DETERMINED฀TO฀SOLVE฀THE฀CYBERTHEFT฀CASE�฀7HAT฀DID฀SHE฀HOPE฀TO฀GAIN฀AS฀A฀POLICE฀฀

฀ OFlCER�฀7HAT฀DID฀SHE฀HOPE฀TO฀GAIN฀PERSONALLY�

s฀ 7HY฀DID฀-ARISOL฀ASK฀THE฀PROSECUTOR฀NOT฀TO฀CHARGE฀THE฀YOUNG฀MEN฀INVOLVED฀IN฀THE฀CYBERTHEFT฀RING�฀฀

฀ 7AS฀THIS฀THE฀RIGHT฀DECISION�

)N฀THIS฀CLASSROOM�฀STUDENTS฀WORKED฀IN฀SMALL฀GROUPS฀TO฀

SOLVE฀THE฀!IR$OGS฀CLUES�฀4HEN฀THE฀WHOLE฀CLASS฀MET฀FOR฀

A฀DISCUSSION฀OF฀THE฀ETHICAL฀ISSUES฀RAISED฀BY฀THE฀GAME�฀฀
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1UESTION฀���฀฀ 7HAT฀DETAIL฀PROVES฀THAT฀%XHIBIT฀�฀IS฀A฀PIRATED฀DISC�฀฀฀฀4*�฀LOGO�฀HOLOGRAM�

1UESTION฀���฀฀ 7HAT฀WAS฀IN฀,UKE�S฀PACKAGE�฀฀฀฀,APTOPS�฀�฀LAPTOPS�฀TWO฀LAPTOPS�

1UESTION฀���฀฀ 7HO฀WAS฀RESPONSIBLE฀FOR฀CREATING฀THE฀BULLYING฀WEBSITE�฀฀฀฀4*฀OR฀4AYLOR฀AND฀*AMES�

1UESTION฀���฀฀ 7HAT฀IS฀4ERRY�S฀BANK฀ACCOUNT฀NUMBER�฀฀฀฀���������

1UESTION฀���฀฀ 7HAT฀IS฀THE฀LATITUDE฀AND฀LONGITUDE฀OF฀4ERRY�S฀CELL฀PHONE�฀฀฀�������฀.฀฀฀฀฀฀�������฀7฀฀฀

s฀7HAT฀EVIDENCE฀PROVES฀THAT฀4ERRY฀USED฀STOLEN฀CREDIT฀CARDS฀TO฀BUY฀AND฀SHIP฀LAPTOPS�฀฀

฀ )N฀THE฀MESSAGE฀WITHIN฀THE฀PHOTOGRAPH�฀4ERRY฀SENT฀,UKE฀THE฀STOLEN฀CREDIT฀CARD฀NUMBER�฀$ECIPHER฀THE฀CODE฀BY฀REPLACING฀฀

฀ EACH฀NUMBER฀WITH฀THE฀CORRESPONDING฀LETTER฀OF฀THE฀ALPHABET�฀

s฀7HAT฀EVIDENCE฀PROVES฀THAT฀4AYLOR฀AND฀*AMES฀WERE฀INVOLVED฀IN฀THE฀SOFTWARE฀PIRACY฀SCAM�฀฀

฀ 4HE฀@,�฀IN฀THE฀NOTE฀ON฀,UKE�S฀BULLETIN฀BOARD฀IS฀THE฀SAME฀AS฀THE฀@,�฀SPRAY฀PAINTED฀ON฀,UKE�S฀DOOR�฀

s฀7HAT฀EVIDENCE฀PROVES฀THAT฀,UKE฀PARTICIPATED฀IN฀THE฀PIRACY฀SCAM฀AND฀THE฀THEFT฀OF฀THE฀CREDIT฀CARD฀NUMBERS�฀฀

฀ 4HE฀PHOTOGRAPH฀OF฀,UKE฀WITH฀THE฀DISCS�฀THE฀VIDEO฀SHOWING฀,UKE฀RECEIVING฀THE฀PACKAGE�฀,UKE�S฀BANK฀ACCOUNT�
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#HALLENGE�฀3TUDENTS฀PUT฀THEMSELVES฀IN฀-ARISOL�S฀SHOES฀AND฀MUST฀DECIDE฀WHAT฀CHARGES฀CAN฀BE฀LAID฀

AGAINST฀4ERRY�฀THE฀BULLIES฀AND฀,UKE�฀

3OLUTION�฀3TUDENTS฀REVIEW฀THE฀SEVEN฀PIECES฀OF฀EVIDENCE฀THAT฀WERE฀GATHERED฀DURING฀THE฀GAME�฀-OST฀OF฀

THE฀EVIDENCE฀POINTS฀TO฀,UKE�฀THE฀PIRATED฀DISCS�฀THE฀NOTE฀ON฀HIS฀BULLETIN฀BOARD�฀THE฀WAYBILL฀INFORMATION฀

FROM฀THE฀COURIER฀COMPANY฀AND฀HIS฀BANK฀ACCOUNT฀RECORDS฀ALL฀IMPLICATE฀HIM�฀

5NDER฀CAREFUL฀SCRUTINY�฀STUDENTS฀MAY฀lND฀TWO฀CLUES฀THAT฀CAN฀BE฀USED฀TO฀PROVE฀THAT฀4ERRY฀AND฀THE฀

BULLIES฀ORGANIZED฀THE฀CRIMINAL฀NETWORKS�฀)F฀THEY฀COMPARE฀THE฀WRITING฀ON฀THE฀NOTE฀WITH฀THE฀GRAFlTI฀ON฀

,UKE�S฀DOOR�฀THEY฀WILL฀SEE฀THAT฀THE฀LETTER฀,฀IS฀SIMILAR�฀4HIS฀HANDWRITING฀EVIDENCE฀SHOWS฀THAT฀4AYLOR฀AND฀

*AMES฀GAVE฀,UKE฀INSTRUCTIONS฀FOR฀PIRATING฀THE฀DISCS�

)F฀STUDENTS฀REVIEW฀THE฀PHOTOGRAPH฀OF฀4ERRY�฀THEY฀WILL฀SEE฀NOT฀ONLY฀4ERRY�S฀BANK฀ACCOUNT฀NUMBER�฀BUT฀

ALSO฀AN฀ENCRYPTED฀MESSAGE�฀"Y฀COMPARING฀THE฀NUMBER�LETTER฀ENCRYPTION฀WITH฀THE฀CREDIT฀CARD฀NUMBER฀

ON฀THE฀BOTTOM฀OF฀THE฀WAYBILL�฀THEY฀WILL฀REALIZE฀THAT฀4ERRY฀HAS฀PROVIDED฀,UKE฀WITH฀THE฀CREDIT฀CARD฀฀

NUMBER฀HE฀HAS฀USED฀TO฀ORDER฀THE฀LAPTOP฀COMPUTERS฀฀฀

4HE฀CLASS฀DISCUSSION฀FOCUSES฀ON฀THE฀TACTICS฀THAT฀4ERRY฀AND฀THE฀BULLIES฀HAVE฀USED฀TO฀PERSUADE฀,UKE฀TO฀

BECOME฀INVOLVED฀IN฀THEIR฀CRIMINAL฀ACTIVITIES�฀4ERRY฀HAS฀USED฀PERSUASION฀n฀FREE฀COACHING�฀MONEY�฀AND฀

SNOWBOARDING฀GEAR฀
฀TO฀DRAW฀,UKE฀INTO฀A฀CYBERTHEFT฀RING�฀4HE฀TWO฀BULLIES฀HAVE฀USED฀THREATS฀AND฀฀

HUMILIATION฀TO฀FORCE฀,UKE฀TO฀TAKE฀THE฀FALL฀FOR฀THEIR฀SOFTWARE฀PIRACY�

4O฀READ฀ABOUT฀ONE฀WAY฀THAT฀THIS฀LESSON฀CAN฀BE฀

TAUGHT�฀GO฀TO฀OUR฀WEBSITE฀WWW�CYBERCOPS�NET฀AND฀

CLICK฀ON฀"EST฀0RACTICES�
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0ERSUASION�฀

s฀ 4ERRY฀OBTAINED฀LAPTOPS฀BY฀USING฀STOLEN฀CREDIT฀CARD฀INFORMATION�฀(OW฀DID฀4ERRY฀PERSUADE฀,UKE฀TO฀฀

฀ RECEIVE฀AND฀RESELL฀THE฀LAPTOPS�

s฀ 7HY฀DID฀4ERRY฀THINK฀IT฀WAS฀IMPORTANT฀TO฀HAVE฀TEENAGERS฀PERFORM฀THESE฀TASKS฀FOR฀HIM�

s฀ )F฀,UKE฀HAD฀NOT฀WANTED฀TO฀BECOME฀INVOLVED฀IN฀THE฀CYBERTHEFT฀RING�฀WHAT฀COULD฀HE฀HAVE฀SAID฀OR฀DONE�

s฀ ,UKE฀SAYS฀HE฀THOUGHT฀4ERRY฀WAS฀GIVING฀HIM฀A฀JOB฀SELLING฀LAPTOPS�฀7HAT฀RESPONSIBILITY฀DID฀,UKE฀HAVE฀฀

฀ TO฀INVESTIGATE฀WHAT฀4ERRY฀WAS฀DOING�

s฀ 7HAT฀CONSEQUENCES฀WILL฀,UKE฀SUFFER฀BECAUSE฀OF฀HIS฀ROLE฀IN฀THE฀CYBERTHEFT฀RING�

#OERCION�฀

s฀ 4AYLOR฀AND฀*AMES฀WERE฀THE฀OLDEST฀MEMBERS฀OF฀THE฀SNOWBOARDING฀TEAM�฀AND฀,UKE฀WAS฀THE฀฀

฀ YOUNGEST�฀(OW฀DID฀4AYLOR฀AND฀*AMES฀TREAT฀,UKE�฀7HY�

s฀ (OW฀DID฀,UKE฀RESPOND฀TO฀THE฀BULLYING฀IN฀HIS฀DORM฀ROOM�฀(OW฀DID฀HE฀RESPOND฀TO฀THE฀BULLYING฀฀

฀ WEBSITE�฀7HAT฀MADE฀THE฀WEBSITE฀PARTICULARLY฀PAINFUL�

s฀ $ID฀,UKE฀RESPOND฀TO฀THE฀BULLYING฀IN฀AN฀EFFECTIVE฀WAY�฀(OW฀MIGHT฀,UKE฀HAVE฀ACTED฀DIFFERENTLY฀TO฀฀

฀ STOP฀THE฀BULLYING�

s฀ 7HY฀DID฀,UKE฀DECIDE฀TO฀HELP฀4AYLOR฀AND฀*AMES฀WITH฀THE฀SOFTWARE฀PIRACY�฀7HAT฀PART฀DID฀,UKE฀PLAY฀฀

฀ IN฀THE฀PIRACY�฀7HY฀DID฀4AYLOR฀AND฀*AMES฀WANT฀,UKE฀TO฀PLAY฀THIS฀ROLE�

s฀ 7HAT฀CONSEQUENCES฀WILL฀,UKE฀SUFFER฀BECAUSE฀OF฀HIS฀ROLE฀IN฀THE฀SOFTWARE฀PIRACY฀AND฀THE฀CYBERTHEFT฀฀

฀ RING�

%ACH฀CLASS฀SOLVES฀THE฀#ONSEQUENCES฀CHALLENGE฀IN฀ITS฀

OWN฀UNIQUE฀WAY�฀3OMETIMES฀STUDENTS฀COLLABORATE฀

TO฀lND฀THE฀ANSWERS�฀)N฀OTHER฀SITUATIONS�฀A฀SINGLE฀

STUDENT฀WILL฀HAVE฀A฀SUDDEN฀hBRAINWAVEv�฀฀



��cybercops

,UKE฀CLAIMS฀THAT฀4ERRY�฀4AYLOR฀AND฀*AMES฀hSET฀HIM฀UPv�฀%XAMINE฀THE฀EVIDENCE฀AND฀DECIDE฀IF฀THIS฀IS฀TRUE�

s฀฀7HAT฀EVIDENCE฀PROVES฀THAT฀4ERRY฀USED฀STOLEN฀CREDIT฀CARDS฀TO฀BUY฀AND฀SHIP฀LAPTOPS�

s฀฀7HAT฀EVIDENCE฀PROVES฀THAT฀4AYLOR฀AND฀*AMES฀WERE฀INVOLVED฀IN฀THE฀SOFTWARE฀PIRACY฀SCAM�฀

s฀฀7HAT฀EVIDENCE฀PROVES฀THAT฀,UKE฀PARTICIPATED฀IN฀THE฀PIRACY฀SCAM฀AND฀THE฀THEFT฀OF฀THE฀CREDIT฀CARD฀NUMBERS�
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!FTER฀A฀DAY฀ON฀THE฀SLOPES�฀+YLE฀LIKED฀TO฀SPEND฀HIS฀EVENINGS฀IN฀)NTERNET฀CHAT฀ROOMS�฀(E฀MET฀MANY฀

YOUNG฀PROGRAMMERS฀SEARCHING฀FOR฀WAYS฀TO฀MAKE฀A฀FORTUNE�฀3O฀+YLE฀AND฀THREE฀OF฀HIS฀)NTERNET฀BUDDIES฀

HATCHED฀A฀SCHEME฀TO฀HACK฀INTO฀CORPORATE฀WEBSITES�฀+YLE�S฀JOB฀WAS฀TO฀SIFT฀THROUGH฀THOUSANDS฀OF฀CREDIT฀

CARD฀NUMBERS฀AND฀lND฀THOSE฀WITH฀LIMITS฀OVER฀���������฀4HEN�฀HE฀USED฀THOSE฀NUMBERS฀TO฀PURCHASE฀

THOUSANDS฀OF฀DOLLARS฀WORTH฀OF฀LAPTOP฀COMPUTERS�฀

+YLE฀NEEDED฀TO฀ISOLATE฀HIMSELF฀FROM฀POLICE฀SCRUTINY�฀SO฀HE฀TROLLED฀THE฀)NTERNET฀FOR฀TEENAGERS฀WHO฀WOULD฀

AGREE฀TO฀RECEIVE฀THE฀STOLEN฀LAPTOPS฀AND฀RESHIP฀THEM฀TO฀A฀THIRD฀PARTY�฀&ROM฀TIME฀TO฀TIME฀ONE฀OF฀THE฀TEENS฀

WOULD฀BE฀ARRESTED�฀BUT฀+YLE฀DIDN�T฀CARE�฀h)฀lGURED฀THE฀KIDS฀WOULD฀ONLY฀GET฀A฀TWO
YEAR฀JAIL฀SENTENCE�฀฀

)฀COULD฀ALWAYS฀GO฀ON
LINE฀AND฀lND฀ANOTHER฀TEENAGER฀WHO฀WANTED฀TO฀MAKE฀SOME฀FAST฀MONEY�v฀

+YLE�S฀LUCK฀RAN฀OUT฀WHEN฀HE฀TOOK฀A฀TRAIN฀FROM฀.EW฀9ORK฀TO฀-ONTREAL�฀!T฀THE฀BORDER�฀AN฀OFlCER฀WITH฀THE฀

2OYAL฀#ANADIAN฀-OUNTED฀0OLICE฀SEARCHED฀HIS฀LUGGAGE฀AND฀SPOTTED฀A฀NOTEBOOK฀lLLED฀WITH฀ENCRYPTED฀

CREDIT฀CARD฀NUMBERS�฀7ITHIN฀MINUTES฀+YLE฀WAS฀HUSTLED฀BACK฀TO฀THE฀5NITED฀3TATES฀AND฀PLACED฀IN฀THE฀

HANDS฀OF฀THE฀53฀"ORDER฀0ROTECTION฀3ERVICE�฀

/N฀HIS฀RELEASE฀FROM฀JAIL�฀THREE฀YEARS฀LATER�฀+YLE฀PERMITTED฀HIS฀STORY฀TO฀BE฀USED฀IN฀THE฀CREATION฀OF฀THE฀

!IR$OGS฀GAME�

!FTER฀HE฀WAS฀ARRESTED฀FOR฀FRAUD�฀+YLE฀SKIPPED฀BAIL�฀฀

(E฀HID฀OUT฀IN฀AN฀APARTMENT฀OWNED฀BY฀A฀FRIEND�฀AND฀

SPENT฀HOURS฀ON
LINE�฀(E฀WAS฀EVENTUALLY฀CAUGHT฀BY฀

FEDERAL฀MARSHALS฀AND฀TAKEN฀TO฀"OSTON฀TO฀FACE฀THE฀฀

ACCUMULATED฀CHARGES�฀฀
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s฀ 7HAT฀CHARGES฀COULD฀BE฀LAID฀AGAINST฀+YLE�฀

฀ +YLE฀IS฀NOT฀JUST฀LIABLE฀FOR฀ONE฀COUNT฀OF฀FRAUD�฀(E฀FACES฀THE฀POSSIBILITY฀OF฀ONE฀COUNT฀FOR฀EVERY฀VICTIM฀฀

฀ OR฀EVERY฀FRAUDULENT฀CREDIT฀CARD฀ACTIVITY฀THAT฀CAN฀BE฀PROVED�฀3INCE฀HE฀IS฀BEING฀CHARGED฀IN฀THE฀5NITED฀฀

฀ 3TATES�฀+YLE฀COULD฀FACE฀BOTH฀STATE฀AND฀FEDERAL฀CHARGES�

s฀ (OW฀DID฀PRISON฀CHANGE฀+YLE�S฀LIFE�฀

฀ +YLE�S฀LIFE฀AS฀A฀SNOWBOARD฀COACH฀OFFERED฀HIM฀A฀GREAT฀DEAL฀OF฀FREEDOM�฀"UT฀FROM฀THE฀MOMENT฀HE฀฀

฀ WAS฀ARRESTED�฀+YLE฀HAD฀DOZENS฀OF฀PEOPLE฀TELLING฀HIM฀WHAT฀TO฀DO�฀THE฀POLICE�฀PROSECUTORS฀AND฀฀

฀ CORRECTIONAL฀OFlCERS�฀(IS฀ENTIRE฀DAY฀WAS฀REGULATED฀FROM฀WAKING฀TO฀SLEEPING�฀WEEK฀AFTER฀WEEK�฀

s฀ 7HAT฀WERE฀THE฀lNANCIAL฀COSTS฀OF฀COMMITTING฀THIS฀CRIME�฀

฀ +YLE฀HAD฀TO฀PAY฀THE฀FEES฀OF฀HIS฀DEFENSE฀ATTORNEY�฀(E฀ALSO฀HAD฀TO฀COMPENSATE฀VICTIMS฀FOR฀THEIR฀฀

฀ lNANCIAL฀DAMAGES฀AND฀ECONOMIC฀LOSSES�฀(E฀WILL฀HAVE฀TO฀PAY฀INCOME฀TAX฀ON฀MONEY฀ACQUIRED฀฀ ฀

฀ THROUGH฀FRAUD฀�PLUS฀INTEREST�	฀4HE฀POLICE฀COULD฀SEIZE฀HIS฀COMPUTER�฀CAR฀AND฀STEREO�

s฀ 7HAT฀WERE฀THE฀PERSONAL฀COSTS฀OF฀COMMITTING฀THIS฀CRIME�฀

฀ !FTER฀+YLE฀LEFT฀PRISON�฀HE฀DISCOVERED฀THAT฀HIS฀LIFE฀HAD฀CHANGED฀DRAMATICALLY�฀(IS฀OLD฀FRIENDS฀NO฀

฀ LONGER฀SOUGHT฀HIM฀OUT�฀(E฀HAD฀TROUBLE฀lNDING฀A฀GIRLFRIEND�฀BECAUSE฀SOONER฀OR฀LATER฀HE฀HAD฀TO฀฀

฀ EXPLAIN฀WHERE฀HE฀HAD฀SPENT฀THE฀LAST฀THREE฀YEARS�฀!ND฀TWO฀YEARS฀AFTER฀HIS฀RELEASE�฀+YLE฀HAS฀NEVER฀฀

฀ FOUND฀A฀JOB฀THAT฀BRINGS฀HIM฀THE฀SATISFACTION฀HE฀EXPERIENCED฀AS฀A฀SNOWBOARDING฀COACH�

!T฀THE฀END฀OF฀THIS฀'UIDE฀IS฀A฀TEMPLATE฀SO฀STUDENTS฀CAN฀DESIGN฀THEIR฀OWN฀!IR$OGS฀POSTERS�฀

WITH฀THREE฀GUIDELINES฀ABOUT฀FRAUD�฀PIRACY฀AND฀BULLYING�

3TUDENTS฀READ฀#ONFESSION฀AND฀THEN฀DISCUSS฀HOW฀

+YLE�S฀BRIEF�฀SIX
MONTH฀FORAY฀INTO฀CYBERTHEFT฀BROUGHT฀

A฀LIFETIME฀OF฀CONSEQUENCES�
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%ACH฀OF฀THE฀THREE฀SEGMENTS฀OF฀THE฀!IR$OGS฀PROGRAM฀ENDS฀WITH฀A฀CLASS฀DISCUSSION฀THAT฀INVITES฀STUDENTS฀

TO฀LOOK฀BEYOND฀THE฀IMMEDIATE฀GAINS฀OF฀BECOMING฀INVOLVED฀IN฀CYBERFRAUD�

s฀ %THICS�฀!T฀THE฀CONCLUSION฀OF฀THE฀!IR$OGS฀GAME฀STUDENTS฀DISCUSSED฀THE฀SACRIlCES฀THAT฀EACH฀CHARACTER฀฀

฀ MADE฀TO฀ACT฀ETHICALLY�฀,UKE฀GAVE฀UP฀HIS฀DREAM฀OF฀/LYMPIC฀GLORY�฀(IS฀FATHER�฀3TEPHEN�฀RAN฀THE฀RISK฀฀

฀ OF฀LOSING฀HIS฀JOB฀IN฀ORDER฀TO฀SUPPORT฀HIS฀SON�฀-ARISOL฀GAVE฀UP฀A฀PROMOTION฀TO฀GIVE฀A฀SECOND฀CHANCE฀฀

฀ TO฀THE฀YOUNG฀MEN฀WHO฀PARTICIPATED฀IN฀THE฀CYBERTHEFT฀NETWORK�

s฀ 0ROTECTION฀3TRATEGIES�฀!T฀THE฀END฀OF฀THE฀#ONSEQUENCES฀ACTIVITY�฀STUDENTS฀DISCUSSED฀STRATEGIES฀THEY฀฀

฀ COULD฀USE฀TO฀PROTECT฀THEMSELVES฀FROM฀BECOMING฀INVOLVED฀IN฀CYBERTHEFT�฀(OW฀COULD฀,UKE฀HAVE฀฀฀

฀ RESPONDED฀WHEN฀4ERRY฀OFFERED฀TO฀EXCHANGE฀MONEY฀AND฀COACHING฀FOR฀,UKE�S฀PARTICIPATION฀IN฀THE฀฀

฀ CYBERTHEFT฀RING�฀7HAT฀SHOULD฀,UKE฀HAVE฀DONE฀TO฀DISTANCE฀HIMSELF฀FROM฀THE฀BULLIES�

s฀ ,IFE
,ONG฀%FFECTS�฀!FTER฀READING฀THE฀#ONFESSION฀INTERVIEW฀WITH฀+YLE�฀THE฀REAL
LIFE฀CYBERCRIMINAL�฀฀

฀ STUDENTS฀DISCUSSED฀THE฀EFFECTS฀THAT฀PRISON฀HAD฀ON฀HIS฀LIFE�฀THREE฀YEARS฀WASTED฀IN฀PRISON�฀THE฀LOSS฀OF฀฀

฀ HIS฀COACHING฀CAREER�฀AND฀THE฀EMBARRASSMENT฀HE฀CAUSED฀HIS฀FAMILY�

7HILE฀TESTING฀THE฀!IR$OGS฀GAME฀IN฀SCHOOLS฀ACROSS฀THE฀5NITED฀3TATES฀AND฀#ANADA�฀WE฀CONCLUDED฀THE฀

PROGRAM฀BY฀ASKING฀STUDENTS฀TO฀WRITE฀AN฀)NTERNET฀3AFETY฀0LAN฀WITH฀THEIR฀PERSONAL฀GUIDELINES฀FOR฀USING฀฀

THE฀)NTERNET฀RESPONSIBLY�฀

3TUDENTS฀FROM฀7INDMILL฀3PRINGS฀3CHOOL฀IN฀3AN฀*OSE�฀

#!�฀WROTE฀UP฀THEIR฀)NTERNET฀3AFETY฀0LANS฀AT฀THE฀END฀฀

OF฀A฀TWO
DAY฀EVALUATION฀OF฀THE฀!IR$OGS฀PROGRAM�฀฀

4HE฀OFlCIAL฀POSTER฀FOR฀THE฀!IR$OGS฀GAME฀WAS฀฀

DESIGNED฀USING฀THE฀GUIDELINES฀WRITTEN฀BY฀SEVERAL฀฀

OF฀THESE฀STUDENTS�
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